copying. We've already used it sé
more to OpenSSH than that though, ané
features of this wonderful tool.

10.1 Installing an
On apt systems like Debian and
<root>: apt-getgi

On RedHat do:

uses to do remote logins and network
file transfer like. There is a lot
)

%

ome of the advanced

<root>: cd /mnt/cdrom/RedHat/R
<root>: rpm -Uhv ssh-serverx*

T kskokokokkok

<root>: make inst
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Now make the SSH software:

<bash>: tar xzvf openssh-3.4.6c.tar.gz ; cd openssh-3.
<bash>: ./configure --prefix=/usr --sysconfdir=/etc
<bash>: make ; su
Password: skkkkkx

<root>: make install ; exit

10.1.1 Generating the System Host

Each ssh server has a host key in addition tq
is transferred to the user and placed in the
/home/joe/.ssh/known hosts, depending
respectively. Host keys contain no passp

1/known hosts or
key is protocol 1 or protocol 2

The format for /home/joe/.ssh/known hos s, each space

separated:

)

”_ N

hostnames bits exponent modulus comment

gai‘mkequ can create or re-create

-N "n
-N "n

If for some reason the host key becomes
them in the following way:

<root>: ssh-keygen
<root>: ssh-keygen -t

tc/ssh/ssh._d

Sometimes hosts get re-installed and the ld copy of the host key and get

this error message:

(delcldelcddeelclddecdeddeecdddedddddecedddeddddeeelccdddeddddddeecedddededdddeeelcedddedddddddeEeeede
c] WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! c]
(delelddcceeelclddedddcddeelcldddddddeEeeclcdddddddddeeelccdddeddddddeecledcdddeddddddeeelccdddedddddeeecce
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
Add correct host key in /home/joe/.ssh/known hosts to get rid of

this message. Offending key in /home/joe/.ssh/known hosts:4

e 10.1:

T
You prob to edit yo

server you wish to connect

3@@1 Man-In-The-Middle Attack.

e / .ssh/known hosts and remove the entry for the
can retry your connection.
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10.1.2 Server Configuration

The server configuration that we will strive for in this sectio
while still allowing connections we need. With this in mind, we w:
us, use X11 forwarding, and use only SSH protocol 2 (the most secure)
the most relevant server configuration entries in /etc/ssh/sshd_config:

- y

osts to connect to
ow is a sample of

Port 22

Protocol 2

PermitRootLogin no

StrictModes yes # StrictMode checks for file permissions etc.
X11Forwarding yes

X11DisplayOffset 10

DSAAuthentication yes

RSAAuthentication no # since it only works for PV 1.
RhostsAuthentication no

IgnoreRhosts yes # ignor user’s ~/.rhosts and ~/.shosts
Figure 10. reviated SSH Serve ration File

Finally, start your server in the

<root>: /etc/init.d/sshd start

10.1.3 Client

SSH client configuration is . h_config and should only permit
protocol version 2 and allow X11 o ST ries to change are obvious, so go ahead
and make these now. Note that the defa : ire commented out.

Protocol 2

ForwardX11l yes

# RhostsAuthentication no

# RhostsRSAAuthentication no
RSAAuthentication no

#  PasswordAuthentication yes

#  CheckHostIP yes
#  StrictHostKeyChecking ask
# IdentityFile "/.ssh/id_dsa

Figur .3 wobreviated SSH Client Configuration File

O
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10.2 SSH Client Use

There are a few preliminaries to get out of the way. First stop is ke

10.2.1 Generating SSH Client Keys

Before we can really use the power of SSH, we ne
do this by using the ssh-keygen command.

d to generate keys for theflSer account. We

<bash>: ssh-keygen -d

Generating public/private dsa key
Enter file in which to save the kg
Enter passphrase (empty for no p
Enter same passphrase again: **
Your identification has been saved 1 joe/.ssh/id

Your public key has been saved in /home/]jO€ id dsav
The key fingerprint is:

) 4

da:07:3f£:49:a3:b6:65:da: 06 €L b6:28:06:0f Joe marx

~
dsa ke m a.pub and ~/.ssh/id_dsa
\/

You should now see the public and prive
respectively:

<bash>: 1s -1 .ssh/ /
total 8

“ry-———--- 1 joe wuser Apr 28 23:80 dsa
“IW-r--Ir-- 1 joe wusers 60 8 23 dfdsa.pub

The file ~/.ssh/id_dsa.pub contains the DSA puh a for authentication. The contents of
this file should be adéded ssh/authorized ReyS§ of all machines where the user wishes to
log in using publi¢g key=au s no ne@d to keep the contents of this file secret.

Once distributed, s random z mbegghallenge based on the public key, which

O ",

the originating client using the{p be key. This all happens transparently to
you, but the result is that passwords or passpWfases are directly sent over the network, even
in encrypted

<

S

Q
O
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Let us test this by copying ~/.ssh/id dsa.pub to ¢ the contents
into the ~/.ssh/authorized keys files:

<bash>: scp ~/.ssh/id dsa.pub server.marx:.ssh/authorized
Are you sure you want to continue connecting (yes/no)? yes

Permanently added ’server.marx,192.168.0.109° (DSA) to kmewn hosts
joe@server.marx’s password:
id_dsa.pub 100% | ***x*%x 00:00

Now we can test this out by trying to ss
passphrase and NOT the password
host):

<joe@localhost>: ssh serve
Enter passphrase for key ’/home
<joe@server>: hostname
server.marx

It works! So far so good. Let

Ex 10.58: Why is passphrase aut icati thmword authentication?

Ex 10.59: (hard) Use ethereal to tr
your findings

ee what is heing sent in the ssh challenge. Report

ut of the way, we ca ally use SSH to do some encrypted
the most %w uses in their order of complexity.

S to‘th to remote host as before:

: )
<joe@localhost>: [8sh serve l@'
or key ’/home/Foe/.ssh/id dsa’: *¥xkxkxx*

another user using user@server.marx. Ask your
ark with password "mark”. Note that since you dont
ou have to use a password.

Now that the heavy
communications. We will g

10.2.2 Typical SSH Use

Ex 10.60:

rk@server.marx
mark@server.m S Password: skkkkkkkk

Install your public key @k
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10.2.3 Secure Copy

Secure Copy is part of the SSH utilities that allows encrypted cop
systems. It has the power to copy single files or full directories. The gen

scp userl@source.host:/path/of/file user2@destination.host:/path/of/source

If userl and user2 have the same login on both and it the same at of the local

machine, the names can be omitted.

The options that seem the most useful are

* -p : Preserve modification times, acce
* -t : Recursively copy entire directori
*  -v: Be verbose for debugging.

These exercises outline some typical usage.

Ex 10.62: This one copies a single

<bash>: scp server.marx:/tmp
acl.tgz 390.9KB/s 00:01

<bash>: scp -rp ser¥V
blacklist.txt
goldlist.txt

6160 73.4KB/s  00:00

| . 9 0.1KB/s  00:00

above. but move the destination\to 4/ tmp:

Ex 10.64: Same 3

/
100% 6160 73.4KB/s  00:00
100% 9 0.1KB/s  00:00

<bash>: scp
blacklist.txt
goldlist.txt

x:/tmp/wgw /tgﬁ

urce and destination: This copies the file

marx:/tmp/.
100% 6160 73.4KB/s 00:00
100% 9 0.1KB/s 00:00
108 Copyright © 2004 Fortuitous Technologies, Inc.

SAMPLE -- SAMPLE -- SAMPLE -- SAMPLE



SAMPLE -- SAMPLE -- SAMPLE -- SAMPLE

10.3 The SSH Agent and Keycha

Typing passphrases every time you need to connect to a serve . Why not just

create a service that does that for you?

10.3.1 Manual Use of SSH Agent

Well there is such a service; its called ssh e ssh—add which adds

keys to the agent. Here is an example:

<joe@]localhost>: ssh-agent
<joe@localhost>: ssh-add

Enter passphrase for /home
Identity added: /home/joe/.®

Identity added: /home/joe/.ssh/1d
<joe@localhost>: ssh remote.marx

Sa: KkRKRKKK
home/joe/. dsa)
'oe@localv

<joe@server>: a

10.3.2 Using Keychain to

start afterwards. Thus, you only have to

one time only and can then use it in every g
i o eliminates muliple copies of ssh-agent

type in youy pneghinae per 1ogin
from runni

0.org/projects/keychain
gies, Inc.; Distributed under the GPL
PID 26744

. Q_dsa: ok kK R O

(.ssh/id_dsa)
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What Keychain did is to write the environment variables
ssh-agent) in ~/.keychain/$HOSTNAME-sh if you use bash
~/ .keychain/$HOSTNAME-csh if you use tesh. This is what you see

<joe@localhost>: Is -1 .keychain
total 8

Now all you have to do is put 2 lines into you i our passphrase one

#! /bin/bash

# First invoke keychain on your private keys:
/usr/bin/keychain ~/.ssh/id_rsa ~/.ssh/id_dsa
# Next, source the files that keychain created:

source ~/.keychain/$HOSTNAME-sh
W for Bash

. other stuff ....

”

Figure 10.4: Sample

Here is the similar lines for tesh:

P —

#! /bin/tcsh
/usr/bin/keychain ~/.ssh/id_rsa ~/.ssh/id_dsa
# Next, source the files that keychain created:
source ~/.keychain/$HOSTNAME-csh

. other stuff ....

10.5: Sample Keychair‘Cvn .login for Tcsh

Q.
ain for your unt.

Exercises

Ex 10.66: Install and s
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10. HE SS ENT A KEYCHAIN

#! /bin/bash
source ~/.keychain/$HOSTNAME-sh > /dev/null
/usr/bin/fetchmail -v

Figure 10.6: Sample Fetchmail Script with Keychain Sugort

10.3.3 Agent Forwarding

ss on the system, your
your network.

ure) hosts via SSH Agent
mote ssh sessions to contact ssh-agent

anging a line in local.marx’s
ForwardAgent Yes

Figure 1 Forwarding in / e‘!ﬁﬁ%h_conf ig

Assume we have 3 machines: loc ar%sted.marx. We want to first ssh
to server.marx, and then ssh into u hout enfering passphrases. For this to
work correctly, your public key from 1

untrusted.marx.

One security flaw with SSH agent is that j
decrypted keys can be gotten from ssh

One way to avoid this is to only use g
Forwarding. Agent forwarding woj
running on a secure host. You imp
/etc/ssh/ssh_config file:
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i

A

(SSH) ssh 1 (trusted)
Local.marx—}q server.marx D
(ssh-agent) |g ------ (SSHD)

Figure 10.8:

Since untrusted.marx is in
ssh-agent to it. This acco
then to untrusted.marx, making

AgenMrding Vv
/

uf keys to it ever, nor expose our
by ssh’ing to server.marx,
ords are asked for.

<joe@localhost>:
Welcome to sex
Last login:
<joe@server>:

112

SAMPLE -- SAMPL

ssh server.marx

Q-
09:39 2003 192.168.1.20

E

arases, we have a problem.

ng works as described. Work with your peers and
the right settings.

gent Forwarding to secure your network at work or
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Ex 10.71: Draw a diagram of your proposed netw

10.3.4 Dangers of Agent Forwarding

Agent Forwarding is no panacea. It has several drawbacks from a security point of view. The
following is paraphrased from the September 25, 1999 man page of ssh (1):

a

The options are as follows:
-A Enables forwarding of the authentication agent connection.

Agent forwarding should be enabled with caution. Users with the
ability to bypass file permissions on the remote host (for the agent’s
Unix-domain socket) can access the local agent through the forwarded
connection. An attacker cannot obtain key material from the agent,
however they can perform operations on the keys that enable them to
authenticate using the identities loaded into the agent.

Figure 10.9: manpage on Age inalnsecurities.

As with any technology, it mu
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10.4 SSH X11 Forwarding

By far, the easiest way to use X service on a remote host is via ssh
mechanism. For this, ssh creates an encrypted tunnel between the remote
Then the remote X server looks like its local.

To activate X11 forwarding, the server on the remote side must have that feature enabled. The
configuration file is normally /etc/ssh/sshd_config. The 2 important con ation keys are
at the bottom:

P N
# This is ssh server systemwide configuration file.
Port 22
Protocol 2,1
ListenAddress 0.0.0.0
HostKey /etc/ssh/ssh_host_key
HostDsaKey /etc/ssh/ssh_host_dsa_key
PermitRootLogin no
StrictModes yes
X11Forwarding yes
X11DisplayOffset 10

Once these are set you can ssh into the r
impunity. Here is an example:

hm uB your’ X11 applications with

<bash>: ssh -X chic
Last login: Sun Mar 2
<chico>: xterm &

<chico>: echo $DISPLAY

chico.marx:10.0

2003 from .marx

And it is all encry

Ex 10.72: Use the X to login rémote server and start an Xterm
interactively on loe n ssh tunn ated between the 2 machines and a local
DISPLAY yariable er.marx) is setup that connects to the originating client’s
X-ser

<joe@localhost>: 11
Entemsw for key e/.ssh/id.dsa’: #xkkkkkx
<joe@server>: echo $D :
localhost:10.0
<joe@server>:
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You should now have an xterm that is from joe@ser;
variable is strangely set to a local value of server.com.
box? Discuss with others and do some investigation. Once co the foreign
xterm.

10.4.1 Dangers of X11 Forwarding

As usual, each technology has its weaknes
and desire. X11 Forwarding, if cracked, can
in X11 itself including every sort of X11
from the SSH manual page:

can be exploited hose with the ability
problem that is inherent

n paraphrased directly

The options are as follows:
-x Disables X11 forwarding.
-X Enables X11 forwarding. Use with caution. Users with the
ability to bypass file permissions on the remote host can access
the local X11 display through the forwarded connection. An attacker
may then be able to perform activities such as keystroke

monitoring.
w& (he SH Manual.

[SPLAY vagfable by hand (unless you really know
efault Vilue assigned by ssh. From another part

Figure 10s

Also, users must be carefull not to set
what you are doing)
of the same ssh m

NN

ENVIRONMENT
Ssh will normally set the DISPLAY environment variable which indicates
the location of the X11 server. It is automatically set by ssh to point
to a value of the form ‘‘hostname:n’’ where hostname indicates the host
where the shell runs. The user should normally not set DISPLAY explicitly,
as that will render the X11 connection insecure (and requires manually
copying of any required authorization cookies).

10.11: Environmrent Section of the SSH Manual.

wit g“ e caution.

S
S
O
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10.4.2 Exercises

Ex 10.73: Display the xauth information on server.marx. What ¢
xauth and X11 forwarding if anything?

Ex 10.74: Log into your server’s machine with X11 Forwarding enabled.

Ex 10.75: Start an xterm from the remote m g LAY variable on

the remote box is set correctly.
oited to obta@m passwords.

\a

Ex 10.76: Think of 2 ways X11 Forward

Ex 10.77: How might you guard
forwarding is compromised?

116 Copyright © 2004 Fortuitous Technologies, Inc.

SAMPLE -- SAMPLE -- SAMPLE -- SAMPLE



10.5 SSH Tunneling

ort. Once
bers instead of
f normally insecure

An SSH tunnel is usually an ssh session from a local port to a
established, you can communicate to that server via your localhost
direct communication. This is very usefull for creating secure services ou
ones.

To tunnel in SSH, you use the -L option asliollows: ,

ssh -L LocalPort:RemoteHost:RemotePort [user@]host

To test this, we will tunnel the server; . First the tunnel:

<joe@localhost>: ssh -L 1 :25 server.marx

Once you are logged into server.marx, er local Xte@se telnet like this:

<joe@localhost>: tel *

Connected to localhost.
Escape character is ’7]°.

tunneled via SSH. i tllg >~]? and then hit ’q’ once inside the
telnet command m

S Kers#0 see all of your mail and even your

| % looks like this:
\™
/\

works over unsecure connections
password. The tunnel you need for thi

(SSH)

(SSHD)
local.marx server.marx
(port 1234) (port 110)

v

’ ‘10.12: SSH Tunneling Pop3
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The command needed for this is:

<joe@localhost>: ssh -L 1234:server.marx:110 -N serv

In the other terminal you can start your usual pop client which is pointed to localhost:1234. If
you dont use Netscape or Mozilla you can use the fetchmail program’s preconnect directive,

which can automate the tunnel for you in its ~/.fetchmailrc file:
<bash>: vi .fetchmailrc \

# Sample .fetcmailrc file
#
defaults
user joey with pass "NoWayJose" is joe here
no rewrite
poll localhost with protocol pop3 and port 1234 timeout 100:\
preconnect "ssh -C -f joey@server.com -L 1234:server.com:110 sleep 40"

10.5.1 Exercises

Here are some exercises to

Ex 10.83: Create a rc file as GOEe and test by running:

ail
at tunnelg, fetchmail every 12 minutes.
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10.6. WORKING I

10.6 Working in Unpredictable E

ssh protocol 2.
an ideal world
, crippled, or

In an ideal world, all your clients would run the latest version
That would make life much safer and easier. Unfortunately, we don
(vet), so we need to consider working with systems that are inhomogenio
outdated.

10.6.1 Allowing Both Protocols

compatible with SSH

ce SSH is hardcoded into
of SSH means that they
sense of the word.

ml line on the server’s

Many Windows and Linux systems run g
protocol 2. These clients often can no
the application. The fact that they a
should be considered untrustworthy,

It is possible to accept both proto
/etc/ssh/sshd_config to this:

Protocol 2,1

not be considered particularly

its in Prot®col 1. The addition of

i illforce the client to acknowledge the

the client user’s ~/.ssh/known hosts
look like this now:

Protocol 2,1
IgnoreUserKnownHosts yes

S
S
O
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10.6.3 Adding Iron

If you must allow protocol 1, here are some suggested configuratio e server
that will beef up security:

# Allow both proto 1 and 2

Protocol 2,1

# Never allow root to ssh directly

PermitRootLogin no

# Don’t read ~/.rhosts and ~/.shosts files

IgnoreRhosts yes

# Don’t trust ~/.ssh/known hosts for RhostsRSAAuthentication
IgnoreUserKnownHosts yes

# Disable tunneled clear text passwords, make em use passphrases!
PasswordAuthentication no

# Be a StrictMode disciplinarian

PermitEmptyPasswords no

StrictModes yes

X11Forwarding no

# Only allow certain users and groups

AllowUsers joe bob elaine

AllowGroups admin

Figure 10.14: A /etc/ssh/sshd con at accept%oth protocol 1 and 2

Of course these settings do
should help.
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